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Since the prequel to this article1, which was essentially a synopsis of key issues in the international tech space, 

a number of global and local events have transpired and further drawn attention to the big tech discourse.  

In mid-January, 2021, just before the country’s general elections, the Ugandan government shutdown the 

nation’s internet. This policy crippled all online activities including the use of social media platforms. Although 

the government restored full internet access as well as access to major social media platforms in February, 

Facebook remains banned in the country.  

Facebook, in the build up to the elections had apparently taken down posts deemed to have been written to 

incite attacks on opposition members. President Museveni in issuing the ban, accused Facebook of bias, 

noting – “there is no way anybody can come [here] and play around with our country and decide who is good 

[and] who is bad”2.    

Most recently, the Nigerian government has banned the use of Twitter in the country, as it is of the view that 

the platform currently creates an avenue for the incitement of violence, propaganda fostering and the 

ultimate destabilisation of the country. Many are of the opinion that the decision of the Nigerian government 

was informed by Twitter’s deletion of a tweet of the President which violated Twitter community rules as it 

had referenced a violent and painful part of the Nation’s history – the Nigerian Civil War.  

Whatever the ratio for the government’s decision, the fact remains that Twitter is currently banned in the 

country. 

The Nigerian government, has also come under criticism for issuing a circular which according to critics seems 

to mandate Nigerians to submit their International Mobile Equipment Identity (IMEI) to the government. The 

Government in response has stated Nigerians would not be required to submit their IMEIs but maintains that 

a central registry of IMEIs would be developed in the coming months to guard against phone theft, the 

counterfeit mobile market, kidnappings, and terrorism amongst other security concerns. 

Indeed, it is the distrust surrounding the NIN-SIM linking process that this article seeks to engage.  

Did the NCC Mandate Nigerians to Submit their IMEIs? 

On the 21st of May, 2021 Nigerian mainstream media and social media spaces went agog with news that the 

Nigerian Communications Commission (NCC), Nigeria’s communications regulator had mandated Nigerians 

to submit their IMEIs as part of efforts to curb security challenges in the country. The news was met with stiff 

displeasure. Indeed, beyond the lesser concerns that the mandate would be a strenuous exercise 

characterised by endless queues and being highly time-consuming, more Nigerians were concerned about 

the violation of their privacy as it suggested the government would be able to determine the exact location 

of every Nigerian at every point in time. 

The fear of privacy violation is easily understood, when one considers the workings of an IMEI. By design, an 

IMEI is essentially a 15-digit number unique to mobile devices that serves the purpose providing identification 

for a device. Simply put, it is an ‘Identity Card’ for a mobile device. It serves the core purpose of discouraging 

device theft as the code can be utilised to track the location of a mobile device regardless of the SIM card 

                                                             
1 Onyinye Chiwendu-Ikechebelu and Echoga Caleb, ‘Regulation of Big: A Conundrum of Interests’ <https://omaplex.com.ng/regulation-of- 

big-tech-a-conundrum-of-interests/ > Accessed 23rd August, 2021. 
2 BBC NEWS, ‘Uganda Election: Internet Restored But Social Media Blocked’< https://www.bbc.com/news/world-africa-55705404 > Accessed 

3 June, 2021. 
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currently placed in it. Even without recourse to law enforcement agencies, a number of software such as Find 

My Device, allow for the tracking of lost mobile devices via their IMEIs.  

Undeniably, it is not this altruistic function of aiding the recovery of stolen phones that is worrisome to several 

Nigerians, it is the obvious alternative functionality that causes concern – the ability to track the owner of a 

device who’s in possession of the device.  

What then exactly did the Nigerian Government do? The Government, in May 2021, issued a 45 – page policy 

document titled “Revised National Identity Policy for SIM Card Registration” which essentially outlines the 

plans of the Ministry of Communications and Digital Economy to guarantee the safety of all digital services 

ranging from finance to electioneering amongst other usages, to combat cybercrimes and terrorism, and to 

generally secure telecommunications services in the country.  

In furtherance to the above, Clause 3.5 of the Policy, stipulates that a Device Management System, a database 

to store IMEIs in the country would be created within 3-months. In specifics, the Clause reads: 

“…With the aim to curtail the counterfeit mobile phone market, discourage mobile phone theft, enhance 

National Security, protect consumer interest, increase revenue generation for the government, reduce rate 

of kidnapping, mitigate the use of stolen phones for crime, and facilitate blocking or tracing of stolen mobile 

phones and other smart devices, one of the means to achieve this is through the deployment of Device 

Management System (DMS)… Accordingly, His Excellency, President Muhammadu Buhari, GCFR has directed 

that the Device Management System should be implemented within three months.” 

A thorough reading of the entire document and indeed the specific clause on IMEIs makes no mention of 

Nigerians being required to submit their IMEIs. The NCC in an official statement has also debunked fears that 

Nigerians would be required to submit their IMEIS. One can understand the distrust of Nigerians regarding 

issues of government registrations and a case can be made for the endless queues at NIN registrations and 

voter registrations.  

However, this appears to be a completely different circumstance. The Nigerian Government has not in any 

way asked Nigerians to submit their IMEIs. One might argue that the policy document says one thing and yet 

a different directive might be issued but in light of a proper understanding of how IMEIs work, IMEIs can be 

obtained by the government without any directive to that effect.  

How Does the Device Management System Work? 

As aforementioned, an IMEI is essentially an I.D card for a mobile device. It is therefore automatically required 

and processed by any network provider or internet service provider before such a device would be granted 

access to such networks and indeed function on them. What the Nigerian Communication Commission (NCC) 

seeks to achieve with the device management system is to provide a repository of all IMEIs in the country 

such that when a device is flagged as an object of criminal activity, same can be blacklisted and such a phone 

would not be allowed access to any network provider or internet service provider. 

Of a truth, the news of having a database for IMEIs in the country to combat criminal activity is not novel. The 

Late Prof. Dora Akunyili as the Minister of Information and Communications in 2009 is quoted to having noted 

at a function: 

“…With the commencement of this initiative, any reported stolen phone would be barred from any of the 
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mobile networks in the country, thereby making that handset useless within Nigeria. The GSM and Code 

Division Multiple Access (CDMA) mobile operators have already signed to move their subscribers into the 

system with Zain Mobile already connected to the Netvisa (the private firm) anti-phone theft system…The 

menace of mobile phone theft has become a serious problem in the country and has not only inconvenienced 

many people but also endangered lives and businesses”3.  

 

FINAL THOUGHTS 

It is imperative to say, that this article is not a political one, as such it does not seek to address political 

matters/matters of government policy to conclusion. But an underlying truth remains that Nigeria is currently 

a tensed polity and full of agitations to say the least. Nonetheless, the view expressed here is that the device 

management system is laudable as it would aid in solving the security problems highlighted above. Notable 

amongst which is discouraging phone theft, dealing with the counterfeit mobile market and safeguarding the 

usage of digital services.  

Indeed, owing to the sensitivity of IMEIs several countries including Chile, Columbia and Turkey have all put 

in place some sort of repositories to enable the blacklisting of mobile devices reported to be associated with 

criminal activity. The United Kingdom’s Mobile Telephones (Re-programming) Act 2002 is also instructive in 

this regard. Section 1 of the Act expressly prohibits acts that involve tampering with IMEIs such as changing 

it or possessing equipment that can change it and imposes a maximum imprisonment term of 5 years for such 

acts4.    

Indeed, it is without gainsaying that issues surrounding IMEI protection are not treated with levity across the 

globe. Accordingly, it is suggested here that to encourage an embrace of the Device Management System, the 

Nigerian government needs to embark on a purposeful sensitization campaign targeted at dispelling fears, 

worries and concerns Nigerians currently have which bother on their privacy rights amidst innumerable 

security challenges.    

 

                                                             
3 Mobility, ‘ Stolen Phones Can Now Be Blacklisted in Nigeria’ < https://mobilityarena.com/stolen-phones-can-now-be-blacklisted-in-nigeria/ > 

Accessed 11 May, 2021. 
4 See Section 1(4) of the Mobile Telephones (Re-programming) Act 2002. 
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